(2) Business continuity-disaster recovery planning and resources;
(3) Capacity and performance planning;

(4)  Systems operations;

(5)  Systems development and quality assurance; and

(6)  Physical security and environmental controls.

b. An explanation of how Applicant will establish and maintain resources that allow for
the fulfillment of its program of risk analysis and oversight with respect to its
operations and automated systems, and a description of such resources, including:

(1) A description of how Applicant will periodically verify that its resources are
adequate to ensure daily processing, clearing, and, settlement;

(2) A demonstration that Applicant’s automated systems are reliable, secure, and
have (and will continue to have) adequate scalable capacity;

(3) A description of the physical, technological and personnel resources and
procedures used by Applicant as part of its business continuity and disaster
recovery plan, and support for the conclusion that these resources are
sufficient to enable the Applicant to resume daily processing, clearing, and
settlement no later than the next business day following a disruption; and

(4) A statement identifying which such resources are Applicant’s own resources
and which are provided by a service provider (outsourced). For resources that
are outsourced, provide (i) all contracts governing the outsourcing
arrangements, including all schedules and other supplemental materials, and
(ii) a demonstration that Applicant employs personnel with the expertise
necessary to enable them to supervise the service provider’s delivery of the
services.

c. An explanation of how Applicant will ensure the proper functioning of its systems,
including its program for the periodic objective testing and review of its systems and
back-up facilities (including all of its own and outsourced resources), and
verification that all such resources will work effectively together;

d. Identification of the persons conducting the testing, including information as to their
qualifications and independence;

e. A description of Applicant’s emergency procedures, including a copy of its written
plan for business continuity and disaster recovery and a description of how Applicant
will coordinate its business continuity and disaster recovery plan (including testing)
with its clearing members and providers of essential services such as
telecommunications, power, and water; and

f. A description of how Applicant will report exceptional events and planned changes
to the Commission as required by §§ 39.18(g) and 39.18(h).

EXHIBIT J — REPORTING

e Attach as Exhibit J, documents that demonstrate compliance with the reporting requirements set
forth in § 39.19 of the Commission’s regulations, including but not limited to:

a. A description of how Applicant will make available to Commission staff all the
information Commission staff needs in order to carry out effective oversight, e.g.,




